By Janet Callahan, Esqg., Hancock & Estabrook, LLP

WHAT IS E-DISCOVERY?

Any information relevant to a patient
that is in the possession of a hospital or
other health care provider, whether re-
corded on paper or in electronic format,
can be subject to disclosure in a lawsuit.
“E-discovery” refers to the production
of electronically stored information
(ESI). Recent statistics show that more
than 99% of new information is stored
electronically, including patient charts,
billing records, spread sheets, word
processing documents and even instant
messages. Whether you are a physician

in a two-person practice or the CEO of
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a large health care conglomerate, you
may be called upon to produce ESI. On
December 1, 2006, amendments to the
federal rules took effect, which will
impact how ESI is created and managed.
Health care providers need to establish
procedures for complying with the new
rules and to communicate those proce-

dures to staff.

WHO NEEDS TO UNDERSTAND
THE RULES?

Information technology (IT) specialists,
medical records keepers, health infor-

mation management (HIM) personnel,
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financial officers, risk managers and cor-
porate officers should understand the rules
to make sure their practice or urganization
is protected. HIM pcrsonncl should work
with IT staff and with the organization’s
attorneys to address privacy issues regard-
ing HIV, mental health, substance abuse
and employee records as they are impacted
by the new rules. HIM personnel should
be prepared to handle issues regarding the
organization’s information management
systems, including location, retention
and accessibility of electronic health in-
formation. In-house counsel should be
conversant with the new rules in order to
work with outside counsel to establish,
implement and enforce internal policies

and procedures to ensure compliance.

WHAT MUST BE PRODUCED
AND HOW?

Some practices store information
about patients on disks, while others
use palm PCs to access patient records.
Some hospitals link medication records
to pharmacies using infrared handheld
computers. Computerized medical charts
are used in labor and delivery, anesthesia,
emergency rooms and intensive care units.
All of these types of ESI may be subject to
production in a lawsuit. Issues, such as the
format in which data are to be produced
and how much to produce, will need to
be addressed. Under the new rules, the
requesting party has the right to specify
the form in which it wants ESI to be pro-
duced and the other party may object. If
the parties can't resolve their differences,
a court will balance the burden of provid-
ing the ESI against its potential benefit to
the lawsuit, considering factors such as the

cost of production, the respective financial




resources of the parties and the signifi-
cance of the ESI. HIM personnel will have
to provide their counsel with relevant

information to resolve such (li.\])utcs.

Certain steps should be taken imme-
tli.ltu]_\‘ to avoid run ning afoul of the new
rules. Identify your most knowledgeable
IT and HIM l)cnp]c and have them review
your record management and retention
policies. Develop a protocol for immediate
and ('omplv{c preservation of ESI. If you
have reason to anticipate a lawsuit, key
personnel within your organization should
be advised to preserve all ESI that is likely
to be relevant. Work with outside counsel
to (|L‘\'(’|(_][J a comp“anct‘ stl‘.}tcg}:

Proper handling of ESI is essential
for health care prm'itlcr:«‘ to protect
themselves in the event of a lawsuit., A
knm\'](-(]gcabic attorney can ht“]p you
devise systems for managing, storing
and accessing ESI that will enable you to
respond quickly and effectively.
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